THE EVOLUTION OF
U.S. THINKING AND POLICY

In the last few years, the U.S. government has come to see technological interdependence
with China as a major threat to American security, prosperity, and values. Washington fears
that Beijing can leverage technological linkages to steal secrets, spread disinformation, surveil dissidents, hold U.S. infrastructure hostage, and leap ahead in economic competition,
among other threats. As a result, U.S. officials of both parties have sought to substantially—
though not completely—reduce the flow of technology products, services, and inputs to
and from China. This process is sometimes called “technological decoupling.”3 Decoupling
is not just a bilateral phenomenon, nor is it entirely the product of governmental policy.
Many public and private sector actors around the world are contributing—in different
ways, and with varying motivations and levels of enthusiasm—to the trend.
Although the overall trend toward technological decoupling is clear, its exact course and
ultimate extent remain unknown. There are many possibilities. In an extreme scenario, decoupling widens and accelerates until distinct geo-technological spheres emerge—one centered on the United States, one centered on China, and perhaps others. Because technology
is so intertwined with all commercial activity, such a technological split would drastically
reduce every kind of economic interaction between China and the U.S.-aligned world. In
the opposite scenario, U.S.-China technology ties gradually begin to stabilize, finding a
new equilibrium that preserves the vast bulk of the global technology supply chain. Various
other scenarios lie in between these two poles, and many international actors are vying to
shape the future.
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The most important decisionmaker, for
now, is the U.S. government. Washington
has been a principal driver of recent technological decoupling with China and remains
uniquely able to adjust this global trend
up or down. By comparison, other major actors have been more reactive. While
Beijing has long maintained its own limits
on American and other foreign technology, it has been more hesitant than Washington to
add significant new technology restrictions in recent years. China still appears interested
in retaining many of the technological links it has built over decades, at least until it can
position itself for greater self-sufficiency. Beijing has therefore responded in a cautious,
reciprocal manner to many U.S. tech restrictions (though it is gradually becoming more
assertive). Other governments and private sector players have diverse views on technological decoupling, yet very few are as forward-leaning as the U.S. government, and none has
pushed the trend as forcefully and effectively.

The U.S. government has
been a principal driver of recent
technological decoupling with China
and remains uniquely able to adjust
this global trend up or down.

A NEW CONVENTIONAL WISDOM
Two broad trends have driven the U.S. government’s recent interest in technological decoupling. First, beginning in the mid-2010s, U.S. policymakers and political leaders developed
much darker views of China. Previously, most in Washington had believed that China’s rise
was largely compatible with and even beneficial to American interests. Although Beijing’s
human rights abuses, market distortions, and other behavior were always points of friction, U.S. officials in the 1990s and 2000s thought the best solutions were further integration of China into global institutions and deepening of bilateral political and economic
engagement.4
This official consensus, never without dissenters, eroded and eventually collapsed during
the Obama administration. Major catalysts included China’s militarization of disputed islands and broader military buildup; its unrelenting intellectual property theft and exploitation of international trade rules to move up the economic value chain; its deepening
authoritarianism and abhorrent repression of Uyghurs and other minority groups; and its
bolder encroachments on Hong Kong and Taiwan.5 Across the board, China seemed increasingly intent on and capable of challenging U.S. interests, values, and visions of global
order. These developments caused a sea change in U.S. thinking on China. Within a few
short years, cautious optimism or ambivalence turned into distress and fear, and most U.S.
policymakers came to identify Beijing as America’s primary long-term state threat (see Table
2). As a result, U.S. leaders belatedly started to scrutinize the many ways their country had
become dependent on or supportive of China in prior decades—with technology rightly
emerging as a central concern.
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Table 2: U.S. Rhetoric on China Has Shifted Dramatically Over a Decade
2010
Obama National Security Strategy
2015
Obama National Security Strategy

“We will continue to pursue a positive, constructive, and comprehensive
relationship with China.”
“The scope of our cooperation with China is unprecedented even as we remain alert.”

2015

“A return to great power competition,” though “nothing is preordained about
Secretary of Defense Ashton Carter, this relationship.”
Obama White House
2017
Trump National Security Strategy
2020
Secretary of State Mike Pompeo
2021
Secretary of State Antony Blinken

“China . . . want[s] to shape a world antithetical to U.S. values and interests.”
“The Chinese Communist Party[’s] actions are the primary challenge today in
the free world.”
“Our relationship with China will be competitive when it should be, collaborative
when it can be, and adversarial when it must be.”

Sources: “National Security Strategy,” White House, May 2010, https://obamawhitehouse.archives.gov/sites/default/
files/rss_viewer/national_security_strategy.pdf; White House, “National Security Strategy,” February 2015, https://
obamawhitehouse.archives.gov/sites/default/files/docs/2015_national_security_strategy_2.pdf; David B. Larter,
“White House Tells the Pentagon to Quit Talking About ‘Competition’ With China,” Navy Times, September 26, 2016,
https://www.navytimes.com/news/your-navy/2016/09/26/white-house-tells-the-pentagon-to-quit-talking-aboutcompetition-with-china/; Michael R. Pompeo, “Communist China and the Free World’s Future,” State Department,
July 23, 2020, https://2017-2021.state.gov/communist-china-and-the-free-worlds-future-2/index.html; Antony J.
Blinken, “A Foreign Policy for the American People,” State Department, March 3, 2021, https://www.state.gov/aforeign-policy-for-the-american-people/.

Second, during roughly the same period, techno-nationalist ideas became ascendant around
the world and eventually took hold in the United States. By the 2010s, digital technologies
such as online platforms, mobile devices and apps, streaming media, and targeted advertising had matured into powerful new global industries, unsettling previous economic structures. Some tech firms, like social media companies, even subsumed state-like functions—
setting terms for public discourse and determining when and how governments could access
their own citizens’ private information. Digital technologies also came to have great value in
espionage and warfare. Because the most globally successful tech companies were American,
China and many other countries bristled at the entrenchment and extension of U.S. influence. They sought ways to claw back some measure of digital sovereignty—especially after
Edward Snowden’s disclosures about U.S. surveillance.
Washington was more sanguine at first. It had long extolled the digital globalization led by
U.S.-based multinational tech companies, which enriched Silicon Valley and empowered
America on the world stage. But an onslaught of major cyber and influence operations by
JON BATEMAN
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foreign actors, including China, gradually convinced U.S. leaders that America’s digital
openness was also a vulnerability.6 Meanwhile, there was growing apprehension about the
next wave of emerging tech, especially machine learning and 5G. These innovations were
said to be even more transformative than previous digital technologies—but this time,
China would rival or even surpass Western capabilities, in part due to Beijing’s organized
exploitation of its technological links with the West. Washington finally realized what other
governments already understood: technology had become a key arena of interstate competition that could not simply be left to the marketplace. U.S. technology would need to be
better protected from adversaries and more closely aligned with national strategy.
These two trends gave birth to a new American techno-nationalism focused principally on
China. The basic ideas began to take shape during former president Barack Obama’s second
term and drove a few early regulatory actions.7 The Trump administration then went much
further, elevating techno-nationalist thought within U.S. strategy and rhetoric and greatly
expanding the number and scope of measures targeting Chinese tech threats. President Joe
Biden, while making some tactical adjustments, has largely followed suit so far. There is
now bipartisan consensus that the U.S. government must take a lead role in organizing the
American technology ecosystem to reduce its interdependence with China.

PAST PRECEDENTS
Today’s American techno-nationalism is not wholly unprecedented. In fact, much of the
institutional architecture that Washington now uses to nurture and protect U.S. technology strength originated during two prior techno-nationalist periods. Early in the Cold War,
U.S. leaders recognized that science and engineering would be key factors in America’s
military and geopolitical struggle with the Soviet Union. Thus they created the National
Science Foundation, spent extraordinary sums on the Space Race, used defense contracts
to seed what would become Silicon Valley, expanded the federal role in higher education,
and worked with allies to establish the Coordinating Committee for Multilateral Export
Controls (COCOM).8 By the time the Cold War was receding in the late 1980s and early
1990s, Japan had emerged as a fierce economic and technological competitor to the United
States. This spurred another wave of U.S. techno-nationalist policies, including the creation of SEMATECH, a public-private partnership with the domestic semiconductor industry, and the Exon-Florio Amendment, which transformed the Committee on Foreign
Investment in the United States from a sleepy study group into a powerful regulator of
cross-border deals.9
These earlier periods of techno-nationalism, which are still being debated, offer many potential lessons for today’s U.S. policymakers.10 Yet historical analogies should be treated
with caution, as they fail to capture unique features of the current China challenge. The
United States has successfully contested a geopolitical adversary (the Soviet Union) and a
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modern technological competitor (Japan), but it must now face a single rival that plays both
these roles at once and has more latent capacity than either of its predecessors.
China’s economy could become the
world’s largest in a decade, and it is already The United States has successfully
about 70 percent as big as America’s in contested a geopolitical adversary
nominal terms—roughly equal to Japan’s
(the Soviet Union) and a modern
peak proportion (in 1995) and perhaps
twice the share (or more) ever achieved by technological competitor (Japan).
the Soviet Union.11 China’s population is But China now plays both these roles
more than four times that of the United and has more latent capacity than
States, whereas the Soviet Union was only
slightly larger than America, and Japan either predecessor.
much smaller.12 Of course, China lacks
the Soviet Union’s world-class nuclear arsenal and large network of allies, client states, and
ideological bedfellows. And Beijing has fought no proxy wars in recent decades. Yet its deep
economic and technological integration with the U.S.-aligned world grants it opportunities that the Kremlin never had, creating novel dilemmas for Washington. And while the
Chinese economy faces serious demographic, financial, and political risks in the years to
come, Beijing’s signature brand of state-guided capitalism appears more dynamic and resilient than the creaky machinery of Soviet central planning.
The technological landscape has also changed a great deal since the mid-to-late twentieth
century. Then, the U.S. government was a leading innovator in its own right and “spun off”
many breakthroughs to the private sector. Now, private companies develop the most exciting new technologies while the public sector scrambles to understand and absorb them.
Then, Washington had relatively cozy relationships with large American companies—as
expressed in the famous (though hyperbolic) claim that “what was good for our country
was good for General Motors, and vice versa.”13 Today, major U.S.-based tech firms are
vast, multinational, digital-physical enterprises with complex loyalties and their own foreign policies.14
The American nation has also changed, as has the world and the U.S. role within it.
Domestic social cohesion, governance capacity, and political stability have plummeted.15
U.S. leaders now struggle to do anything big at home, or even to rally the country in the
face of foreign threats. Looking outward, Washington confronts a more multipolar system
and a somewhat strained set of alliances. America still leads, but with diminished influence,
credibility, and prestige. Today’s world is also much more interconnected, thanks in large
part to decades of U.S.-driven globalization. Collaborative scientific research and international technology supply chains span the globe, creating efficiencies never before possible.
But this interconnectedness also comes with looming, systemic risks: global climate change,
global financial crises, global pandemics, global supply chain disruptions, and global cyber
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incidents, among others.16 Global challenges demand global cooperation, yet international institutions have struggled to meet
the moment.

Techno-nationalism must
be reconsidered for a radically
changed world. This means looking
with fresh eyes at familiar In short, U.S. leaders find themselves in
strategies and policies. uncharted territory. Although America

has a rich heritage of techno-nationalist
thought and policy to draw upon and learn
from, today’s circumstances are quite different from those faced by previous generations.
Techno-nationalism must be reconsidered for a radically changed world. This means looking with fresh eyes at familiar strategies and policies.

“OFFENSIVE” AND “DEFENSIVE” MEASURES
U.S. techno-nationalist policies are often divided into two groups. “Defensive” measures
aim to thwart and contain technology threats from China, while “offensive” measures seek
to nurture America’s own technological strength. During the Trump era, policymakers in
the administration and Congress overwhelmingly focused on defensive measures, such as
export controls, investment restrictions, and the denial of visas and regulatory licenses for
Chinese workers, students, and businesses. While defensive measures are still being actively
developed and deployed, there is now some consensus—among Biden administration officials, members of Congress, and outside policy experts—that offensive measures deserve
far more attention. This shift can be seen in bills like the U.S. Innovation and Competition
Act and the America COMPETES Act, two mammoth pieces of draft legislation. Although
the bills contain multiple defensive measures, they focus primarily on offensive goals like
funding and facilitating R&D.
That said, defensive measures continue to raise some of the most acute policy dilemmas.
On the one hand, these tools provide uniquely powerful means for Washington to reshape
the bilateral technology relationship. Regulations and other coercive federal powers can be
used to quickly sever technology links deemed unduly risky. This obviates the need for U.S.
leaders to cajole American businesses or universities with patriotic appeals, to place faith in
blind market forces that may not align with national policy, or to negotiate directly with
the Chinese government or (sometimes) with other governments. Moreover, the executive
branch can often impose defensive measures on its own initiative, without the need for new
statutes or spending bills from Congress.
However, defensive measures can come with significant costs and risks. They may cut off—
perhaps abruptly—key sources of labor, supplies, and funds that U.S. businesses and uni-
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versities depend on to develop and deploy important technologies.17 Defensive actions may
provoke China’s ire, triggering various forms of retaliation and further damaging a sensitive
bilateral relationship. Allies and trading partners may also object to or resist U.S. actions
that disrupt global technology supply chains. Moreover, each new defensive measure raises
the possibility of still more restrictions in the future, causing outside actors to try to get
ahead of U.S. policy and thereby increasing the risk of a decoupling spiral that exceeds U.S.
tolerances.
Thus, while U.S. leaders rightly refocus their attention on offensive actions to promote
American technological strength from within, they must also make difficult decisions about
the role of defensive measures. Washington must find a delicate balance that addresses
legitimate concerns about Chinese technology while avoiding overreach and self-sabotage.
There are many kinds of defensive tools, and U.S. policymakers must have a firm grasp
of their differences (see Table 3). Defensive tools are often described generically as “sanctions” or “blacklists,” but this conflates distinct legal authorities with a range of effects and
implementing agencies. For example, SenseTime and Hytera are among the Chinese tech
firms most targeted by U.S. controls, yet the restrictions imposed on each company do not
overlap at all. Huawei, meanwhile, suffers from nearly all of the controls placed on both
SenseTime and Hytera, plus others that are completely unique (see Table 4 at the end of
the chapter).
What follows is a primer on key U.S. government authorities that have been, or could be, used
to curb the flow of technology to and from China. It seeks to outline, in a slightly simplified
form, the most important legal authorities. It describes which agencies are involved, what
discretion they have, and how the Chinese tech sector has been targeted in recent years.18

Table 3: Washington’s Large and Growing Tool Kit of Technology Restrictions
Export
Controls

Pre-2017 Authorities

Major China-Related Developments Since 2017

• International Traffic in Arms Regulations (including U.S. Munitions List)

• Export Control Reform Act mandated emerging and foundational technology controls

• Export Administration Regulations
• Military end user (MEU)/end use restrictions tightened and
(including Commerce Control List,
MEU List created
Entity List, deemed export restrictions,
• Entity List greatly expanded
foreign direct product and de minimis
• Foreign direct product rule tightened for Huawei
rules)
• Civilian exception rescinded
• Hong Kong’s preferential treatment ended
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Investment
Restrictions

Pre-2017 Authorities

Major China-Related Developments Since 2017

• Committee on Foreign Investment in
the United States (CFIUS)

• CFIUS activity increased
• Foreign Investment Risk Review Modernization Act passed
• Non-SDN Chinese Military-Industrial Complex Companies List
created
• Holding Foreign Companies Accountable Act passed

Telecoms
• Carrier public interest certificate
Licensing and
• Submarine cable landing licensing
Equipment
Authorizations • Radio frequency equipment
authorization (technically based)

• Secure and Trusted Communications Networks Act created the
FCC’s Covered List
• Team Telecom formalized
• Chinese carrier and cable landing licenses denied or revoked
• Secure Equipment Act barred radio frequency equipment on
national security grounds

Visa
Restrictions

• Section 212(a)(3)(C) of the
• Visa ban instituted for graduate students and researchers tied
Immigration and Nationality Act (INA)
to military-civil fusion
• Section 212(f) of the INA

• Certain Huawei employees barred
• Chinese Communist Party members restricted

Import
Restrictions

• Antidumping duties
• Countervailing duties
• Section 337 of the Tariff Act of 1930

• Broad-based tariffs imposed under a revived Section 301 of
the Trade Act of 1974
• Steel and aluminum tariffs imposed under a revived Section
232(b) of the Trade Expansion Act
• DJI drones and Hytera radios excluded (the former later
rescinded)
• Xinjiang-made goods presumptively banned

Financial
Sanctions

• International Emergency Economic
Powers Act and National Emergencies Act
• Specially Designated Nationals (SDN)
List

• Chinese actors placed on SDN list for human rights abuses,
corruption, and Hong Kong repression
• U.S. Innovation and Competition Act passed Senate (would
mandate further sanctions on Chinese actors)

• Global Magnitsky Act
Technology
Transaction
Rules

• International Emergency Economic
Powers Act and National Emergencies Act

• “App bans” attempted on TikTok, WeChat, and others (later
rescinded)
• Bulk power system order instituted (later rescinded)
• Information and communications technology or services
(ICTS) supply chain security rule enacted

Federal Use
and Spending
Restrictions

• Various

• Drone use and purchase restricted
• Section 889 of the 2019 National Defense Authorization Act
restricted government and contractor use of Chinese tech
• “Remove and replace” rule enacted

Law
Enforcement
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• Federal investigation and prosecution

• China Initiative announced (later ended)
• Nontraditional collector cases prosecuted
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EXPORT CONTROLS
U.S. export controls restrict the transfer of sensitive goods, services, and data to foreign countries. There are multiple, overlaying export control regimes administered by different federal
agencies with distinct legal authorities. In general, controls can target the item being exported
(as in “list-based” controls), the country an item is being sent to (as in economic embargoes),
an item’s ultimate recipient (as in end-user or end-use controls), or some combination. Export
controls vary in their restrictiveness, from
total bans to permissive licensing processes.
U.S. law requires that export
The government’s criteria for granting or denying licenses is a key determinant of an ex- controls be justified on national
port control’s practical impact, though such security grounds. However, “national
criteria are often opaque to the public.19
security” might conceivably include
U.S. law requires that export controls be an economic component.
justified on national security and foreign
policy grounds.20 Common rationales for export controls include maintenance of U.S. military superiority, nonproliferation of WMDs, and promotion of human rights. However,
the concept of “national security” is subject to interpretation and might conceivably include
an economic component. For example, the Export Control Reform Act (ECRA) of 2018
proclaims that U.S. national security “requires that the United States maintain its leadership
in the science, technology, engineering, and manufacturing sectors, including foundational
technology that is essential to innovation,” and that “such leadership requires that United
States persons are competitive in global markets.”21 Congress passed ECRA in large part due
to concerns about Chinese technological advancement.22

For military items, the primary export control regime is the International Traffic in Arms
Regulations (ITAR), administered by the Department of State. ITAR includes a list-based
control called the U.S. Munitions List (USML). Despite its name, the USML encompasses a great deal beyond munitions, including military electronics, military cryptographic
systems, electronic intelligence systems such as offensive cyber capabilities, and a variety of
technical data.23 The current list reflects a ten-year effort by the State Department to de-list
“less sensitive items” and transfer them to more permissive regulatory regimes.24 The USML
is now meant to cover only “those items that provide the United States with a critical military or intelligence advantage or, in the case of weapons, perform an inherently military
function.”25 Nothing on the USML may be exported to China.26 And in 2020, then president Donald Trump ordered that Hong Kong be treated as part of China under U.S. export
control (and other) laws—effectively barring the transshipment of USML items through
this global trading hub and port city.27
Civilian, dual-use, and less sensitive military items are governed by the Export
Administration Regulations (EAR), which the Department of Commerce administers.28
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The EAR has multiple components, including a list-based regime called the Commerce
Control List (CCL). Each item on the CCL has one or more “reasons for control” that
explain the listing’s justification and determine which countries it affects. Relatively few
reasons for control apply to Canada, for example—only those based on chemical and biological weapons nonproliferation or the Inter-American Firearms Convention. China, by
contrast, is subject to a variety of control categories, including those tied to regional stability, missile proliferation, policing abuses, and broad national security concerns.29 The CCL
contains—among many other items—certain software, technology, and manufacturing
equipment used to design and produce semiconductors, some of which requires a license to
be exported to China.30
The Commerce Department says that “generally, the licensing policy for China is to approve
items for civil end use to civil end users.”31 However, differentiating civil from military (or
dual-use) applications in China is no simple matter. Consider the EAR rule, adopted in
2020, that restricts certain exports—including “low-level electronics” and “mass market encryption hardware and software (such as laptops and smartphones)”—destined for Chinese
“military end uses” and “military end users.”32 The latter category includes “any person
or entity whose actions or functions are intended to support ‘military end uses.’”33 The nature and extent of such support, and its relationship to the exported item, are not explicitly
defined. Thus, under a strict reading of this language, U.S. companies might need to obtain
a license before “supplying non-sensitive, broadly available items to Chinese companies for
civilian applications” if those Chinese companies also happen to do business, however little,
with the People’s Liberation Army (PLA) or its affiliates.34 The Commerce Department
publishes a Military End User (MEU) List to aid in due diligence, but it is nonexhaustive,
meaning that a recipient’s absence from the list provides no guarantee that an export would
be legal.35 As of yet, the MEU List does not include any well-known Chinese commercial
technology firms.
The Export Control Reform Act also calls for an effort to identify and control “emerging and foundational technologies” that “are essential to the national security of the
United States.”36 Congress drafted this provision in large part to prevent China from gaining early access to potentially important U.S. technology. However, the executive branch
has struggled to define a set of “emerging and foundational technologies” that warrant
export controls yet are not already subject to them. The Trump administration initially
considered controls on a wide swath of “emerging” tech areas prioritized by Beijing’s Made
in China 2025 plan, including genetic engineering, AI, additive manufacturing, robotics,
and advanced materials.37 But U.S. businesses and universities pushed back hard against
the notion of controlling such broad and commercially important categories. As a result,
the Commerce Department opted to impose only a few narrow controls related to chemical and biological weapons development, high-end semiconductor manufacturing, and advanced digital forensics and lawful intercept.38
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The Commerce Department also administers the Entity List, an end-user-based control
that targets foreign companies and other entities involved in “activities contrary to the national security or foreign policy interests of the United States.”39 Designated entities can be
barred from importing any items “subject to the EAR” (including almost any U.S.-origin
product); the exporter must first obtain a license, which may be subject to presumptive
denial.40 China has been a growing focus of the Entity List (see Figure 1). The number
of unique China-based entries has quadrupled since 2018, from 130 to 532.41 Four years
ago, China comprised only 14 percent of the Entity List; today, it accounts for 29 percent.
Nearly half of the Entity List’s overall growth during that period came from new Chinese
entries. The list now includes many of China’s leaders in areas such as telecommunications (Huawei), AI (SenseTime, Megvii, iFLYTEK), semiconductors (SMIC, HiSilicon,
Phytium), digital cameras (Hikvision, Dahua), drones (DJI), cybersecurity (Qihoo 360),
and supercomputers (China’s National Supercomputing Centers). These tech leaders were
generally cited for supporting China’s human rights violations—particularly in Xinjiang—
or its military advancement.
FI G UR E 1

The Entity List Is Increasingly Focused on China

Figure 1: The Entity List Is Increasingly Focused on China
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The EAR mainly governs U.S.-origin items—whether exported from the United States, reexported from one foreign country to another, or transferred within a foreign country.42 But
the regulations also cover some foreign-origin goods that have a nexus with controlled U.S.
material. Two kinds of foreign products are deemed “subject to the EAR,” which means
they cannot be re-exported to companies on the Entity List without a license. The first kind
is foreign items that incorporate, or are comingled with, a threshold amount of controlled
U.S.-origin content.43 For re-exports to China and most other countries, the usual “de
minimis” threshold is 25 percent of an item’s fair market value. In other words, a Japanese
computer costing $1,000 could not be re-exported to SenseTime if it contained more than
$250 worth of controlled U.S. components.
The second category is so-called foreign-produced direct products—items that may not
actually contain any controlled U.S. tech but were nonetheless designed or manufactured
with the assistance of such tech.44 Traditionally, this rule covered only those foreign products deriving from a particular subset of controlled U.S. technologies: those placed on the
CCL for “national security” reasons (as opposed to “anti-terrorism,” “regional stability,” and
other rationales).45 But in 2020, the Trump
The Trump administration administration created a harsher version of
the rule for select companies on the Entity
created a harsher version of the List—namely, Huawei and more than 150
foreign-produced direct product of its affiliates.46 These companies, desigrule for Huawei and more than nated with “footnote 1,” need permission
150 of its affiliates. from the Commerce Department to import
foreign semiconductor designs and finished
chips (among other items) based partly on
U.S. technology.47 Because the United States “maintains a significant leadership position in
[semiconductor design] software and in some segments of semiconductor manufacturing
tools,” this amounts to a broad-based ban.48 Licenses are available: the Trump and Biden
administrations have both allowed Huawei to continue receiving billions of dollars of lesssensitive U.S.- and foreign-origin semiconductors and other goods.49 However, any chips
destined for use in Huawei’s 5G systems are presumptively denied.50
U.S. controls are not only concerned with exports to foreign countries; they also restrict
so-called deemed exports to foreign citizens, even those lawfully living and working in the
United States. This rule means that some U.S. firms—including many in the semiconductor and telecommunications sectors—must apply for a license to employ foreign workers
in certain technical roles, depending on their nationality and the controlled technology at
issue.51 Prior to 2020, foreigners without military affiliations were exempt from this requirement; however, the Trump administration eliminated this exemption.52 China has been by
far the biggest supplier of foreign workers subject to deemed export rules: it accounted for
44 percent of approved deemed exports between 2015 and 2019.53
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INVESTMENT RESTRICTIONS
U.S. national security agencies can impose restrictions on inbound investments (foreigners investing in U.S. companies) as well as outbound investments (Americans investing in
foreign companies).54 For inbound investments, the primary regulatory mechanism is the
Committee on Foreign Investment in the United States (CFIUS), an interagency body
chaired by the treasury secretary. CFIUS—or in rare cases, the president—can block transactions that “[threaten] to impair the national security of the United States.”55 In general,
CFIUS can review only those transactions where a foreigner would acquire dominant control over a business with U.S. operations. However, the Foreign Investment Risk Review
Modernization Act (FIRRMA) of 2018 broadened CFIUS’s jurisdiction over transactions
involving “critical technology,” “critical infrastructure,” or “sensitive personal data.”56
For these, CFIUS can block even noncontrolling stakes that would nevertheless entitle foreign investors to access key information or influence corporate decisionmaking.57 FIRRMA,
like ECRA, was principally intended to limit China’s access to U.S. technology.58
CFIUS has become more active in recent years as Washington has grown increasingly concerned with the national security risks of foreign investment and Congress has provided the
body with new resources and authorities. Since 2017, more companies have had to notify
CFIUS of covered transactions and to submit to CFIUS investigations; many have ultimately backed out of business deals amid CFIUS scrutiny.59 CFIUS has blocked Chinese
acquirers from buying several U.S. tech companies, including Grindr (a dating app) and
PatientsLikeMe (a healthcare social network) in 2019 and Stayntouch (a hotel management
platform) in 2020.60 A CFIUS investigation also preceded Trump’s 2020 executive order requiring ByteDance to sell TikTok.61 CFIUS also stopped Ant Financial, a fintech affiliate of
Alibaba, from buying MoneyGram in 2018.62 Meanwhile, Chinese investors have become
less interested in transactions that involve notifying CFIUS (see Figure 2). They submitted
just seventeen notices (9 percent of the global total) in 2020, down from sixty (25 percent)
in 2017.63 Heightened CFIUS scrutiny is probably one of multiple factors at play; Chinese
foreign direct investment in the United States fell across the board during this period.64
There is no body like CFIUS that systemically reviews Americans’ outbound investments
for national security risks—though Congress and the Biden administration are actively
exploring the idea.65 For now, outbound investments are subject to a few, narrowly defined
restrictions. A 2021 executive order by Biden prohibits Americans from trading securities of any company designated by the Department of the Treasury as operating in “the
defense and related materiel sector or the surveillance technology sector of the economy
of the PRC [People’s Republic of China].”66 This Non-SDN Chinese Military-Industrial
Complex Companies List—so named to differentiate it from the Treasury Department’s
Specially Designated Nationals list, described later—currently cites sixty-eight Chinese
companies, including tech firms like Huawei, Hikvision, SenseTime, DJI, Megvii, SMIC,
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FI G UR E 2

Chinese Acquirers Are Submitting Fewer CFIUS Notices

Figure 2: Chinese Acquirers Are Submitting Fewer CFIUS Notices
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China Telecom, China Unicom, and China Mobile.67 It replaced a very similar list, created
by the Trump administration, that was maintained by the Department of Defense (DOD)
and did not cover surveillance technology.68
While outbound investment limits are currently narrow, pending regulations of U.S. stock
exchanges may further diminish Americans’ practical opportunities to invest in Chinese
tech firms (and other Chinese companies). The Holding Foreign Companies Accountable
Act, passed in December 2020, takes aim at publicly traded companies whose financial
statements cannot be adequately inspected or investigated by U.S. authorities due to foreign government obstruction.69 China has long hindered U.S. accounting oversight; in fact,
it is the only country currently classified as doing so by the Public Company Accounting
Oversight Board, a congressionally chartered nonprofit.70 The new law essentially gives
China three years to come into compliance with U.S. accounting transparency standards. If
it fails to do so, the Securities and Exchange Commission (SEC) must order the de-listing
of Chinese companies from U.S. stock exchanges and bar other ways of trading their securities, like over-the-counter sales. There are currently about 225 U.S.-listed Chinese companies, including tech giants such as Alibaba, JD.com, Baidu, and Weibo, plus a smaller

22

U.S.-CHINA TECHNOLOGICAL “DECOUPLING”: A STRATEGY AND POLICY FRAMEWORK

number of firms traded over-the-counter, like Tencent and Kingsoft.71 SEC Chairman Gary
Gensler recently warned that “the clock is ticking.”72 In fact, bills to accelerate the delisting timeline by one year have already passed the Senate and been endorsed by House
leadership.73

TELECOMMUNICATIONS LICENSING AND
EQUIPMENT AUTHORIZATIONS
Federal law gives the U.S. government several tools to restrict foreign involvement in domestic telecommunications. Any international carrier wishing to operate in the United
States must first receive a “public interest” certificate from the Federal Communications
Commission (FCC).74 In weighing the public interest, the FCC considers factors such as
“national security, law enforcement, foreign policy, or trade policy concerns related to the
applicant’s or authorization holder’s reportable foreign ownership.”75 Submarine cable landings likewise require an FCC license, which can be denied in order to “promote the security
of the United States.”76
Although the FCC is an independent agency overseen by Congress, it “has sought the
expertise of the relevant Executive Branch agencies for over 20 years, and has accorded deference to their expertise when they have identified . . . a concern in a particular
application.”77 National security agencies convey their views on FCC licensing decisions
through a forum known as Team Telecom, now formally called the Committee for the
Assessment of Foreign Participation in
the United States Telecommunications Team Telecom’s formalization
Services Sector, chaired by the attorney
general.78 Team Telecom’s roles, responsi- reflects how national security has
bilities, and procedures were formalized in become increasingly central to FCC
2020, reflecting how national security has licensing decisions, particularly
become increasingly central to FCC licensthose involving China.
ing decisions.
Since 2019, Team Telecom has successfully spurred the FCC to crack down on Chinese entities seen as “vulnerable to exploitation, influence, and control by the Chinese government.”79
The FCC has cited these concerns to deny China Mobile’s application for a carrier license
and to revoke the licenses of China Telecom, China Unicom, and the Chinese firms Pacific
Networks and ComNet.80 Team Telecom also recommended that the FCC deny permission
for Pacific Light Cable Network System, a Chinese company, to lay an undersea cable between Hong Kong and the United States in partnership with Google and Facebook.81 The
application was then withdrawn, as was another application for a U.S.–Hong Kong cable
to be built by Facebook, Amazon, and China Mobile.82
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Beyond telecommunications, the FCC also regulates radio frequency devices—an enormous category that includes “almost all electronic-electrical products” sold to businesses
and consumers.83 Radio frequency devices must receive an equipment authorization, or
qualify for an exemption, to be imported or marketed in the United States, and such decisions have long been based on technical criteria alone.84 In June 2021, however, the FCC
unanimously voted to invite public comment on a proposal to incorporate national security
considerations.85 It cited statutory and regulatory provisions allowing the commission to
consider “the public interest” in making authorization decisions.86
The FCC proposed to deny authorizations
and exemptions—and potentially revoke
existing approvals—for equipment made
by companies on its Covered List. This
list, created by the Secure and Trusted
Communications Networks Act of 2019,
initially contained just five companies (all
Chinese): Huawei, ZTE, Hytera, Hikvision, and Dahua.87 Congress mandated the inclusion of these companies, plus any other entity that the executive branch later determines
“poses unacceptable risk to the national security of the United States or the security and
safety of United States persons.”88 The FCC’s pending equipment authorization rules will
lead to a virtual ban on new electronics made by Covered List companies. Although formal
rulemaking is still underway, Biden in November signed the Secure Equipment Act, which
compels the FCC to adopt the core of its proposed rule and thus renders public comments
somewhat irrelevant.89

Pending national security rules
will lead to a virtual U.S. ban on
new electronics made by certain
companies—almost all Chinese.

In March 2022, the FCC expanded the Covered List beyond the original five companies
mandated by Congress. It added China Mobile, China Telecom, and Kaspersky Lab (a
Russian cybersecurity firm).90 Kaspersky, the only non-Chinese company on the list, was
most likely targeted due to Russia’s invasion of Ukraine. It is also the first software company
to be listed, indicating the Covered List has broadened in scope and could come to include
Chinese software companies as well. The FCC has promised that it will continue to list
more companies as needed. One FCC commissioner has already proposed adding DJI, calling it “Huawei on wings.”91 Such a move could force DJI—by far the dominant drone-seller
in the United States and globally—to exit the U.S. market.

VISA RESTRICTIONS
The U.S. government has the discretion to bar noncitizens from entering the country if
they are deemed to be national security threats. It can do so for specific individuals or
entire classes of people. One mechanism is Section 212(a)(3)(C) of the Immigration and
Nationality Act (INA), which allows the secretary of state to exclude any noncitizen whose
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presence “would have potentially serious adverse foreign policy consequences for the United
States.”92 The State Department cited this provision in 2020 to deny entry for “certain
employees of Chinese technology companies,” including Huawei, “that provide material
support to regimes engaging in human rights abuses globally.”93
Another powerful tool is the INA’s Section 212(f ), which can be used to ban broad categories of foreigners. It allows presidents to exclude “all aliens or any class of aliens” whose
entry “would be detrimental to the interests of the United States.”94 Every president since
Ronald Reagan has used this authority at least once; Donald Trump used it particularly often.95 In May 2020, Trump suspended entry of all foreign graduate students and researchers
with past or present ties to “an entity in the PRC that implements or supports the PRC’s
‘military-civil fusion strategy.’”96 This policy, which Biden retained, has so far led to the revocation of more than 1,000 visas and the denial of at least 700 to 1,300 visa applications.97
Georgetown’s Center for Security and Emerging Technology estimated that 3,000 to 5,000
Chinese students and researchers in science, technology, engineering, and mathematics
(STEM) could be excluded annually.98
Other policy tools can be used to limit foreigners’ opportunities to visit, study, and work in
the United States without banning their entry outright.99 For example, the Trump administration proposed new regulations to shorten the length of F-1 (student) visas100 and to
increase the minimum wages that employers would need to pay H1-B (specialty occupation) visa holders.101 Trump also signed an executive order temporarily suspending issuance of new H1-B visas to applicants outside of the United States during the COVID-19
pandemic.102 While none of these moves specifically targeted China, Chinese students and
workers were among the largest groups affected.103 (Biden later suspended or rescinded
these policies.104) Trump also restricted Chinese Communist Party members and their families to single-entry visas valid for one month, whereas other Chinese people can obtain
multiple-entry visas lasting up to ten years; Biden has kept this policy.105

IMPORT RESTRICTIONS
U.S. domestic law authorizes tariffs, duties, taxes, quotas, exclusions, and other import
restrictions under certain circumstances. The lead agency is the Commerce Department,
which investigates unfair foreign practices alleged by U.S. industry (or more rarely, launches
self-initiated probes) and can impose import restrictions as a remedy.106 If Commerce finds
that imported goods are being sold “at less than [their] fair value,” then it can impose antidumping duties to negate the predatory price cuts.107 If the imported goods have been
subsidized by a foreign government, then the department can levy countervailing duties
equal to the value of the subsidies.108 China has long been a top target of both antidumping
and countervailing duties, though typically on raw materials and other commodities (not
finished technology products).109
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Antidumping and countervailing duties require the consent of the U.S. International Trade
Commission (USITC)—an independent, nonpartisan, quasi-judicial body.110 The USITC
must find that “an [existing] industry in the United States is materially injured, or is threatened with material injury” by the wrongful dumping or subsidy, or that “the [future] establishment of an industry in the United States is materially retarded.”111 The USITC also
has its own separate authority, under Section 337 of the Tariff Act of 1930, to investigate
“unfair methods of competition and unfair acts” by foreign entities.112 Section 337 investigations tend to focus on intellectual property violations, the main problems singled out
in the statutory text. If a foreign product is shown to violate a U.S. patent, copyright,
trademark, or other intellectual property protection, then the USITC can ban its importation or sale. Since 2018, the USITC has blocked the importation of some two-way radios
made by Hytera because they violated Motorola’s patents.113 Hytera had apparently poached
employees from Motorola and directed them to steal large amounts of design data before
leaving their former company. (The Justice Department later indicted Hytera for conspiracy
to commit trade secret theft.114) In 2020, the USITC ordered the exclusion of several popular DJI drone models that it found had infringed a U.S. patent held by Autel Robotics
USA, the American subsidiary of a Chinese company.115 However, the order was paused
and eventually rescinded after DJI and Autel reached a settlement in related litigation.116
Antidumping duties and countervailing
duties have a long, bipartisan pedigree and
are specifically sanctioned by the World
Trade Organization (WTO).117 (Section
337 is less commonly employed and has
garnered occasional complaints from U.S.
trading partners.118) But the Trump administration sought even more powerful trade
weapons.119 It therefore dusted off several
controversial statutes that had fallen into disuse during the WTO era.120 One of these was
Section 301 of the Trade Act of 1974, which enables the U.S. Trade Representative (USTR)
to investigate trade agreement violations or any other foreign “act, policy, or practice” that
“burdens or restricts United States commerce” and is “unjustifiable,” “unreasonable,” or
“discriminatory.”121 If it finds fault, USTR has broad discretion to institute retaliatory measures against the offending country. These measures—unlike antidumping and countervailing duties or Section 337 exclusions—can target “any goods or economic sector . . .
without regard to whether or not [they] were involved in the act, policy, or practice” being
investigated.122

USTR imposed tariffs on most
imports from China in response
to Beijing’s forced tech transfer,
discriminatory licensing, strategic
foreign investments, and
cyber-enabled IP theft.

In 2017, Trump ordered USTR to launch a Section 301 investigation into Chinese practices “that may be harming American intellectual property rights, innovation, or technology
development.”123 USTR found China responsible for numerous unfair practices, including forced technology transfer, discriminatory licensing, strategic foreign investments, and
26
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cyber-enabled intellectual property theft.124 Based on these findings, USTR eventually imposed tariffs of 10 percent to 25 percent on the majority of U.S. imports from China.125
Affected goods include some finished tech products (such as certain monitors and touch
screens, industrial robots, and specialized cameras) and technology components (like integrated circuits, batteries, cooling fans, and disk drives), but not other major categories like
cell phones, laptops, or video game consoles.126 This was only the second time since 2001
that a new Section 301 investigation had led to unilateral U.S. trade restrictions.127 The tariffs remain largely intact today, though the Biden administration is now considering narrow
carve-outs for products only available from China.128
Trump also resurrected another moribund authority, Section 232(b) of the Trade Expansion
Act of 1962, which had not been used since 2001.129 This provision enables the Commerce
Department to investigate whether “an article is being imported into the United States in
such quantities or under such circumstances as to threaten to impair the national security.”130
If a national security threat exists, Commerce can remedy the threat by “tak[ing] action to
adjust imports.” (There need not be any finding of unfair foreign practices.) Notably, the
statute “recognize[s] the close relation of the economic welfare of the Nation to our national
security,” opening the door for economically motivated import restrictions.131 In 2017,
Trump ordered the department to self-initiate Section 232(b) investigations of steel and
aluminum.132 The investigations led to new steel and aluminum tariffs on China and several
other countries.133 So far, Section 232(b) has not been used to target Chinese technology.
In addition to these economic- and national security–oriented statutes, U.S. law has long
prohibited the import of goods made with forced labor.134 Since 2018, Customs and Border
Protection (CBP) has steadily ramped up enforcement against Chinese-origin items made
by Uyghur detainees.135 CBP has issued several Withhold Release Orders to ban computer parts, silica-based products used in solar panels and electronics, and various non-tech
goods from specified companies operating in Xinjiang.136 Dissatisfied with this piecemeal
approach, Congress passed the Uyghur Forced Labor Prevention Act, which Biden signed
in December 2021. It creates a rebuttable presumption that all Xinjiang-made goods are
products of forced labor and therefore cannot be imported.137

FINANCIAL SANCTIONS
Dozens of U.S. government programs authorize financial sanctions on foreign individuals and entities.138 Congress created some of these programs, but most were fashioned by
presidents using the International Emergency Economic Powers Act (IEEPA).139 IEEPA
allows the president to declare a “national emergency” regarding “any unusual and extraordinary [foreign] threat . . . to the national security, foreign policy, or economy of the United
States.”140 The president may then “deal with” the threat by blocking some or all financial
activities of designated actors—for example, freezing their assets and barring them from
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receiving any money or property.141 Presidents have declared seventy-four national emergencies since 1979, with forty still in effect.142 (Emergencies must be renewed annually and
comply with other procedural requirements in the National Emergencies Act.143)
After a sanctions program has been established, the power to designate specific actors is
typically delegated to the Treasury Department. Those subject to the harshest sanctions
are placed on Treasury’s Specially Designated Nationals (SDN) List.144 A review of this
list shows that China has been sparingly targeted by U.S. financial sanctions to date (see
Figure 3). The SDN List includes 332 China-based actors, about 3 percent of the global total (9,792).145 Moreover, these China-based actors were generally not sanctioned for
China-specific reasons, such as involvement with Beijing’s domestic human rights abuses.146
Rather, most were punished for their dealings with North Korea, Iran, and other sanctioned nations. For example, the Chinese state-owned enterprise CEIEC (China National
Electronics Import & Export Corporation) was designated in 2020 for helping undermine
democracy in Venezuela by “supporting the Maduro regime’s malicious cyber efforts” and
providing “a commercialized version of China’s ‘Great Firewall.’”147
FI G UR E 3

Figure
3: The SDN List Rarely Targets China or Cites
The SDN List Rarely Targets China or Cites China-Specific Relations
China-Specific Rationales
9.460
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Sanctioned for ties
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Source: Author’s analysis of the Treasury Department’s Sanctions List Search and SDN spreadsheet, available at
SOURCE: Author’s analysis of the Treasury Department’s Sanctions List Search and SDN spreadsheet, available at
https://sanctionssearch.ofac.treas.gov/
and https://home.treasury.gov/policy-issues/financial-sanctions/speciallyhttps://sanctionssearch.ofac.treas.gov/ and https://home.treasury.gov/policy-issues/financial-sanctions/speciallydesignated-nationals-list-data-formats-data-schemas (primary names), as of March 27, 2022.
designated-nationals-list-data-formats-data-schemas (primary names), as of January 30, 2022.

Note: Entries with exact duplicate names were excluded, but entries with close variations of names, aliases, subsidiaries, and affiliates were included. “China” here refers to mainland China, Hong Kong, and Macau. China-based
actors include some third-country entities that maintain a presence in China. China-specific reasons mean human
rights abuses and corruption (Executive Order 13818) and Hong Kong repression (Executive Order 13936).
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Two relatively new sanctions programs have been used to target Chinese government officials and entities for their domestic abuses, suggesting that China could become a more
explicit focus of U.S. financial sanctions over time. In 2017, Trump declared that “serious
human rights abuse and corruption around the world” constituted a national emergency,
invoking IEEPA and the Global Magnitsky Act.148 Seventeen Chinese individuals and
organizations have been designated under this authority (mostly for activities in Xinjiang),
and many more could be targeted in the future—including people or companies that provide “technological support” to Chinese human rights abuses.149 (The Uyghur Human
Rights Policy Act of 2020 and the Uyghur Forced Labor Prevention Act of 2021 call
for additional Xinjiang-related sanctions to be imposed.150) Trump created another new
authority in 2020 to punish the suppression of Hong Kong’s autonomy, democracy, and
human rights, including online censorship; forty-two local and national Chinese officials
have since been designated on that basis.151
The draft U.S. Innovation and Competition Act, recently passed by the Senate, further
suggests the likelihood of additional financial sanctions targeting China and its technology
ecosystem. Identifying “sanctions and other restrictions” as “[central] to strategic competition with China,” the bill criticizes the executive branch for not sufficiently utilizing the
“broad range of tough authorities” provided by Congress.152 It demands SDN List designation and/or other harsh sanctions for foreign actors found to be supporting trade secret theft or Chinese government efforts to “undermin[e] cybersecurity.”153 The equivalent
House bill, the America COMPETES Act, contains no similar provisions.154

TECHNOLOGY TRANSACTION RULES
The breadth and flexibility of executive powers can permit U.S. administrations to apply
existing authorities in novel ways, sometimes spinning up whole new regulatory regimes
without the need for further legislation. The Trump administration did this on several occasions. Leveraging IEEPA’s power to restrict “transactions,” Trump debuted new kinds of
restrictions that operated differently from the SDN List—including what is now called
the Non-SDN Chinese Military-Industrial Complex Companies List. This tool, described
earlier, allows the U.S. government to ban outbound investments in certain Chinese firms
while stopping short of a full asset freeze.
One of Trump’s most high-profile innovations was his attempted “app bans” of
TikTok and WeChat.155 To impose these
bans, Trump declared that “the unrestricted acquisition or use in the United States
of information and communications technology or services” (ICTS) associated with

The breadth and flexibility of
executive powers can permit U.S.
administrations to spin up whole
new regulatory regimes without the
need for further legislation.
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“foreign adversaries” constituted a national
emergency.156 His Commerce Department
then issued rules to block app stores, hosting services, content delivery networks,
and peering services from supporting these
two apps—effectively banning them in the
United States.157 Trump later sought to ban
AliPay, Tencent QQ, and six other Chinese
158
apps as well. But no app ban was ever enforced. Federal courts enjoined the TikTok and
WeChat bans; Trump left office before detailed rules on the others could be published; and
Biden wiped the slate clean.159

The ICTS supply chain security
rule establishes a CFIUS-like
mechanism for federal government
review of almost any large-scale use
of Chinese ICTS in the United States.

Mobile apps were not the only targets of Trump’s novel technology restrictions. Relying on
the same ICTS national emergency, he ordered U.S. bulk power systems, which are key elements of the electrical grid, to curb the use of equipment sourced from “foreign adversary”
countries such as China.160 Specifically, the Department of Energy barred Chinese equipment from being used in bulk power systems that serve military facilities “critical to the
defense of the United States.”161 Biden paused implementation of this rule pending a
review.162
More recently, the U.S. government has sought to replace such ad hoc restrictions with
formalized regulatory structures. In March 2021, Biden allowed a major new regulation developed by the Trump administration to come into force. The ICTS supply chain security
rule cites, once again, the national emergency regarding foreign adversary ICTS.163 It establishes a CFIUS-like mechanism for federal government review of almost any large-scale
use of Chinese ICTS in the United States. The Department of Commerce can block such
transactions if they pose “undue or unacceptable risks.”
Biden later issued an executive order outlining “a criteria-based decision framework and
rigorous, evidence-based analysis” to help guide the rule’s application to internet-connected software.164 He told the Commerce Department to examine any links to adversarial military, intelligence, proliferation, or cyber activities, and to consider the quality
of third-party auditing, the scope and sensitivity of data collected, the number and sensitivity of users, and any verifiable risk remediation measures, among other factors. The
department has not yet taken any public enforcement action under the new authority,
but multiple investigations are apparently under way. Commerce has issued subpoenas
to unnamed Chinese companies, is reportedly investigating Alibaba’s cloud business and
DiDi, and is probably also reviewing at least some of the mobile apps that Trump sought
to ban by executive order.165
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FEDERAL USE AND SPENDING RESTRICTIONS
The federal government has increasingly acted to limit its own use of and financial support
for certain Chinese technologies, although these actions are not a primary focus of this
report. These efforts can have wider impacts due to the U.S. government’s large purchasing power. Drones, for example, have been the target of several recent federal restrictions.
The Defense Department suspended its purchase of all commercial drones in 2018 due to
concerns about the security of Chinese products, and the next year, Congress permanently
barred DOD from using any drones with Chinese components.166 After the Department
of the Interior grounded its entire drone fleet for similar reasons, Trump sought to institute
government-wide restrictions on foreign drones.167 Days before leaving office, he signed an
executive order telling agencies not to buy drones whose key hardware, software, or data
services come from “adversary countries” like China.168
Telecommunications and video surveillance equipment have also been subjects of recent
China-related procurement restrictions. The National Defense Authorization Act for Fiscal
Year 2019 included a provision—Section 889—prohibiting agencies from spending any
federal funds on such equipment made by Huawei, ZTE, Hytera, Hikvision, and Dahua.169
This government-wide blacklist may expand in the future; the law allows DOD to add
other firms “connected to” the Chinese government. (Any additions would automatically
be placed on the FCC’s Covered List as well.170)
As the U.S. government curbs its own direct purchase or use of Chinese technology, it has
also imposed parallel restrictions on federal contractors and grantees, a much bigger universe. Section 889, which blacklists certain Chinese equipment within the federal government, separately bars agencies from contracting with entities that “use” such equipment—
even if their “use” has no connection to the federal contract and involves an unrelated unit
of the contractor’s business.171 More than 16,000 companies had federal prime contracts as
of 2018, suggesting the wide reach of Section 889.172 Similarly, the FCC has leveraged federal subsidies to discourage the private use of Chinese telecommunications equipment. It
will subsidize carriers’ efforts to “remove and replace” Huawei and ZTE equipment, while
denying future subsidies for carriers who retain such equipment.173 Although technically
voluntary, this program operates as a de facto ban on Huawei and ZTE usage in the telecoms sector. Small and rural carriers cannot afford to lose federal funds, while large carriers
already generally avoid Huawei and ZTE.174

LAW ENFORCEMENT
Outside the regulatory domain, federal law enforcement activities can also have the effect
of restricting China’s illicit (and licit) access to U.S. technology. From November 2018 to
February 2022, the China Initiative was the Department of Justice’s strategic campaign
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to investigate and prosecute theft of trade secrets, espionage, foreign influence activities,
supply chain subversion, and other threats from China. The Justice Department publicly
categorized at least seventy-seven criminal cases against more than 150 defendants as part
of the China Initiative, according to a database compiled by the MIT Technology Review.175
However, the Justice Department had no official definition of a China Initiative case, and
many of these cases would presumably still have been filed even without such an initiative.
The most high-profile indictments charged Huawei and its chief financial officer, Meng
Wanzhou, with theft of trade secrets and fraud.176 Cases against other Chinese, American,
and third-country nationals and companies alleged export control violations, hacking, economic and national security espionage, and failure to register as a foreign agent.177 Many
cases did not have an explicit connection to the Chinese government.178
The most controversial and arguably significant element of the China Initiative was the
Justice Department’s crackdown on what it called “nontraditional collectors” at U.S. universities. Fearing illicit transfer of technology and intellectual property, federal prosecutors
charged about twenty U.S.-based Chinese and American researchers with hiding their ties
to the Chinese government.179 For example, multiple cases alleged that researchers applied
for federal grants without disclosing their participation in Beijing’s Thousand Talents Plan.
The crackdown led many Chinese researchers to leave the United States and made American
academics more reluctant to collaborate with Chinese counterparts.180 Critics called this a
harmful chilling effect, but Justice Department officials (even well into the Biden administration) characterized it as successful deterrence.181 Over time, some of the cases proved
weak. Since 2021, the department has dropped charges against five Chinese researchers,
dismissed its case against a China-born American academic, and failed to convict a Chinese
Canadian professor.182 It also secured some victories, such as the conviction of a high-profile
American chemistry professor for hiding his ties to China.183
After a monthslong review, the Biden administration announced an end to the China
Initiative in February 2022.184 The change was partly cosmetic: the Justice Department’s
China-related work largely continues under different branding. Matt Olsen, assistant attorney general for national security, explained that the China Initiative label “helped give
rise to a harmful perception that the department applies a lower standard to investigate and
prosecute criminal conduct related to that country or that we in some way view people with
racial, ethnic or familial ties to China differently.” Although Olsen disputed this perception,
he nevertheless announced one key policy change. “Cases involving academic integrity and
research security” (formerly described by the more charged term “nontraditional collection”) are now mainly handled as administrative matters by the federal agencies that fund
research. Prosecutions of such cases will be rarer and require closer scrutiny from senior
department officials.185
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Table 4: Select Chinese Tech Companies Subject to Multiple U.S. Restrictions

IMPLICATIONS FOR U.S. STRATEGY
This overview of U.S. policy tools holds at least two important lessons for American strategists weighing the larger issues at stake in technological decoupling. First, Washington’s
restrictive powers are dizzyingly complex to administer, with authority fragmented across
multiple agencies, statutes, and policy areas. It is therefore essential to articulate a government-wide strategy that can align these disparate elements into a coherent whole. Without
such a strategy, different policy levers may operate out of sync, or even work at cross-purposes, based on agencies’ divergent views of key goals and trade-offs.
Second, U.S. law gives the executive branch vast discretion to pursue a technological decoupling of its choosing. By interpreting pliable concepts like “national security” or “the
public interest,” U.S. officials can unlock an extraordinary range of powers to restrict the
technology products, services, and inputs flowing between America and China. Most of
these powers have only been used to a tiny fraction of their full potential. And Congress has
been an eager partner—providing several new authorities and prodding administrations to
act. Legally speaking, U.S. officials have a blank canvas on which to paint new restrictive
measures and effect technological decoupling.186 This is both an opportunity and a danger,
as overreach becomes more likely in such circumstances.
All of the policy tools defined and explained above will be collectively referred to as “technology restrictions,” “technology controls,” or “defensive measures.” The remainder of this
report explores which technologies Washington should target with this general tool kit to
reduce U.S.-China technological interdependence. Identifying the best tool or tools to use
with each technology area is a topic for another paper.
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