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The development of precision- guided munitions (PGMs)—guided gravity bombs 

and cruise missiles, in particular—has had profound implications for warfare. 

Such weapons tend to cause much less collateral damage than their unguided 

predecessors do, and because they can remain effective when used from a dis-

tance, they can also reduce casualties sustained by the attacker. Thus, PGMs 

have altered national- level decision- making by lowering the political threshold 

for the use of force and by slowing the likely loss of public support during a sus-

tained military campaign. PGMs have also increased the tactical effectiveness of 

military operations. They have dramatically improved force exchange ratios (at 

least against an adversary without these weapons) by reducing the likely num-

ber of weapons required to destroy individual targets. In doing so, they have 

eased logistical requirements and increased the pace at which military opera-

tions can be conducted.

Following the 1991 Gulf War, which provided the fi rst high- profi le demon-

stration of the effectiveness PGMs, these weapons were widely seen—both in the 

United States and abroad—as revolutionary (or, at least, as the technological 

component of revolutionary military changes).1 Almost twenty- fi ve years later, 

a number of analysts have argued that cyber weapons are effecting another rev-

olution in military affairs.2 This controversial claim is inspired, at least in part, 

by the analogy between PGMs and cyber weapons.

The similarities between PGMs and sophisticated cyber weapons are striking.3 

Cyber weapons also offer the potential of exquisite precision because, if well- 

designed, they may affect only specifi c targets and infl ict carefully tailored 

effects.4 Information technology (IT) is ubiquitous in military operations. As a 

result, the use of cyberspace for military purposes can confer potential tactical 

advantages to an attacker, including by further improving force exchange ratios, 

while placing few, if any, additional demands on the logistical network needed to 

supply frontline forces. Moreover, the use of cyber weapons involves minimal 

risk to the lives of the service personnel who “deliver” them and, in general, is 

likely to cause fewer civilian casualties than even the most carefully designed 

and executed kinetic attack.5 As a result, they could further lower the threshold 
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46 Acton

for the use of force. Overall, in fact, states’ reasons for wanting cyber weapons 

are very similar to their reasons for wanting PGMs.

For all the benefi ts of cyber weapons, they undoubtedly have limitations too. 

The possibility that cyber weapons can be employed in highly discriminating 

ways does not imply they must be; like PGMs, cyber weapons can be used in 

indiscriminate ways. Indeed, many publicly known cyber attacks to date have 

had distinctly imprecise effects on the target system (for example, by destroying 

entire computers) and have caused collateral damage against undetermined 

numbers of other systems and users. That said, there is also reason to suppose 

that the public record is not representative of cutting- edge cyber capabilities, 

since more discriminate attacks are easier to hide.

Setting aside the technical and operational challenges of achieving precision 

in practice, this chapter seeks to exploit the analogy with PGMs to understand 

some of the other potential limitations of cyber weapons and how militaries 

might respond to them either by mitigating them or by capitalizing on them. 

The focus is on three challenges to the effective employment of PGMs and their 

cyber analogies. The fi rst two challenges—intelligence, surveillance, and recon-

naissance (ISR) and battle damage assessment (BDA)—relate to the effectiveness 

of enabling capabilities. The third challenge is the diffi culty of achieving the 

political objectives for which a war is fought using only standoff attacks.

The Need for Effective Intelligence, Surveillance, 
and Reconnaissance 

An important distinction is drawn in the physical sciences between precision 

and accuracy. The claim that the population of the United States is 62,571,389 is 

very precise, but it is not remotely accurate. Similarly, PGMs are almost invari-

ably precise—in the sense that they almost always hit their aim points (or at least 

very nearby)—but because their intended targets may not always be located at 

those aim points, PGMs are not always accurate.

To ensure that PGMs are accurate, the location of the intended target must be 

known both correctly and precisely.6 The ISR capabilities used to locate targets 

are, therefore, every bit as important as a weapon’s guidance and navigation 

system. The development of various technologies for acquiring overhead images 

has made the process of locating stationary, aboveground targets much easier, 

but it has not guaranteed success. For example, during the bombing of Yugosla-

via in 1999, US military planners knew the street address of the Yugoslav Federal 

Directorate for Supply and Procurement was Bulevar Umetnosti 2.7 However, 

because of a combination of human error and out- of- date maps and databases, 

these planners incorrectly identifi ed the building that corresponded to this 

address. As a result, although the weapons used in the subsequent strike did 

indeed hit their intended aim points, they destroyed not a legitimate military 

target but the Chinese Embassy.

Identifying the location of other types of targets—mobile and underground 

targets, in particular—is a much tougher problem. The challenge was illustrated 
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Cyber Weapons and Precision-Guided Munitions 47

during the 1991 Gulf War by the “great Scud hunt,” in which Coalition forces 

attempted to destroy Iraq’s Scud missiles and their mobile launchers. Coalition 

aircraft fl ew about 1,460 sorties against Scud- related targets—about 215 against 

the mobile launchers themselves—without scoring a single confi rmed kill.8 The 

Gulf War Airpower Survey attributes the cause of this failure to inadequate ISR and, 

in particular, “the fundamental sensor limitations of Coalition aircraft.”9 These 

limitations were compounded by effective Iraqi tactics, such as the use of decoys, 

which complicated the task of an already inadequate ISR system. Since 1991 sig-

nifi cant improvements in ISR (as well as in tactics) have been central to enhanc-

ing—at least to some extent—the ability of advanced militaries to destroy 

dispersed mobile forces, as evidenced by Israel’s moderately successful campaign 

to hunt down Hezbollah’s mobile rocket launchers in the 2006 Lebanon War.10

Intelligence collection is a similarly important enabling capability for cyber 

attacks. It contributes to identifying how to penetrate the target IT system, to 

understanding the system suffi ciently well to create a weapon payload with the 

desired effect, and to ensuring that the payload’s effects are limited to the target 

network.

IT systems are most commonly penetrated as the result of human error. An 

attacker, for example, might send phishing emails containing a link that, if 

clicked on, causes malware to be installed. Such attacks are much more likely to 

be successful if the attacker exploits intelligence about targeted users’ names, 

contacts, and behavioral characteristics—an approach known as “spear phish-

ing.” For example, a 2015 report by the cybersecurity fi rm FireEye details several 

recent spear- phishing attacks against Southeast Asian governments involved in 

territorial disputes with China.11 These attacks appeared to exploit relatively 

detailed intelligence about targeted users. Much more detailed intelligence can 

be required to penetrate more sophisticated defenses. For example, to penetrate 

IT systems at Iran’s Natanz enrichment plant, which are surrounded by an air 

gap, the perpetrators of the Stuxnet attack—believed to be the United States and 

Israel—reportedly fi rst infected computers belonging to contractors. Personnel 

employed by these contractors then inadvertently transmitted the virus to Iran’s 

enrichment control system on USB fl ash drives (other infection strategies were 

apparently employed too).12 This approach could have been developed only with 

detailed knowledge about the organizational structure of Iran’s enrichment pro-

gram. Of course, not all infection strategies rely on user error, but most (if not 

all) others usually require detailed intelligence about the target, such as knowl-

edge of “zero- day” vulnerabilities—that is, software or hardware fl aws that are 

unpatched because they are unknown to the vendor.

Developing a payload that has the desired effects often requires equally—if 

not more—detailed intelligence. Stuxnet is a paradigmatic example. The code 

aimed to destroy Iranian centrifuges by reprogramming the enrichment plant’s 

control system so it altered their rotation speed while simultaneously sending 

falsely reassuring signals to operators. The development of Stuxnet was report-

edly preceded by a huge intelligence- gathering operation on the Natanz facility, 

which itself relied, at least in part, on cyber espionage.13 The Stuxnet code was 
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then tested on actual P- 1 centrifuges (which are very similar to the IR- 1 centri-

fuges operated by Iran). In one sense, Stuxnet—an exceptionally complicated 

and sophisticated virus—is something of an extreme example. However, it may 

well be representative of the challenges associated with developing cyber weap-

ons that can have real- world effects similar to those of extremely precise kinetic 

weapons.14 Indeed, that the Stuxnet code also migrated into nontarget machines 

underscores the practical challenges of achieving precision, while the fact that 

the code did not activate and thus disrupt the functioning of these machines 

demonstrates the possibility and importance of sophisticated target reconnais-

sance and malware engineering.

There are, of course, important differences in intelligence collection for cyber 

and PGM strikes. Usually, one major purpose of intelligence collection in plan-

ning a kinetic strike is to identify the exact location of the target; by contrast, the 

physical location of an enemy IT system is rarely a concern in planning a cyber 

attack.

The consequences of intelligence failures are also potentially dissimilar. Poor 

intelligence about the target of a kinetic attack—as the 1999 bombing of the Chi-

nese Embassy in Belgrade typifi es—can lead to high costs in the form of civilian 

deaths, diplomatic fallout, and reputational damage. For two reasons, the conse-

quences of poor intelligence for a cyber attack are likely to be less signifi cant than 

for a kinetic attack. First, the distinct chance is that a cyber attack based on poor 

intelligence will have no effect whatsoever. To be sure, this outcome is not guar-

anteed; poor intelligence can lead to the cyber equivalent of collateral damage. A 

2008 cyber attack by the United States against a terrorist website in Saudi Arabia, 

for example, is reported to have disrupted more than three hundred other serv-

ers because the target IT system was insuffi ciently understood.15 However, good 

programing can presumably minimize the risks of collateral damage, and even if 

it cannot, collateral damage restricted to cyberspace is likely to be less costly than 

collateral damage in physical space. Second, cyber attacks are more plausibly 

deniable than kinetic attacks are. As a result, the reputational cost of launching a 

cyber attack that causes collateral damage is likely to be less as well.

That said, it is also possible that cyber attacks will be held to a higher stan-

dard than kinetic strikes and thus raise the cost of intelligence failures, even if 

cyber collateral damage is indeed comparatively modest. In fact, precisely 

because the development of PGMs has changed expectations about what consti-

tutes acceptable collateral damage, advanced states are now held to a much 

higher standard in assessing whether the application of kinetic force has been 

proportionate and whether suffi cient care has been taken to discriminate 

between military and civilian targets. Given the potential for cyber weapons to 

be even “cleaner” than PGMs, cyber operations may be held to a still higher 

benchmark—at least where they are conducted by states with the capability to 

develop discriminating weapons.16

In any case, there are some interesting analogies about collecting intelligence 

for cyber operations and for kinetic strikes. One particular challenge of acquir-

ing intelligence for cyber attacks is the inherent mutability of IT systems. For 
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example, security protocols and antivirus software can be improved, zero- day 

vulnerabilities can be discovered and (usually) patched, software can be updated, 

and hardware can be replaced. As a result, a cyber weapon cannot remain effec-

tive indefi nitely, and predicting how long it will remain potent is impossible. In 

this way, a particularly apt analogy from the physical world is the challenge of 

gathering intelligence for targeting a mobile asset. Locating a mobile target 

while it happens to be stationary makes striking it much easier, but given the 

diffi culty of predicting when the target will next move, the window of opportu-

nity for conducting the attack may be of an inherently unpredictable duration.

Given the challenges of targeting mobile assets, many nations have responded 

to the development of PGMs by increasing the mobility of their military forces 

(even though mobile systems are almost inevitably more lightly armored than 

their stationary equivalents and hence easier to destroy if their location is dis-

covered). The analogous approach to cyber defense is to focus resources not only 

on hardening the IT system—that is, identifying and patching vulnerabilities—

but also on regularly modifying an IT system simply for the sake of changing it, 

a strategy that has been termed “polymorphic cyber defense.”17 This approach 

attempts to render an attacker’s knowledge of the target system obsolete almost 

as soon as it is obtained. One of the leaders in this fi eld called its technology 

“Moving Target Defense,” making the analogy to the physical world absolutely 

explicit.18

The primary challenge to polymorphic cyber defenses is probably the risk of 

introducing bugs that could prevent a system from performing as it should. The 

scale of this risk presumably depends on how much of the system and which 

parts of it are changed and on the size of the conceptual space of the allowed 

changes. Thus, there may well be a potential trade- off between greater security 

and reduced usability. Where states perceive the sweet spot to be may determine 

the prospects of polymorphic cyber defenses for military applications.

In the physical world, one approach to overcoming the challenge posed by 

mobility is to reduce the time between detection and engagement. To this end, 

sensors and weapons have been integrated into the same platform and, in some 

systems, given the capability to engage autonomously. Israel’s Harpy unmanned 

combat aerial vehicle, for example, is designed to loiter and detect enemy air 

defense radars (which are frequently mobile) and to attack them automatically.19 

An analogous cyber weapon would have the capability to detect and exploit vul-

nerabilities autonomously.20 This author is not qualifi ed to speculate on whether 

such an “intelligent” cyber weapon could be developed, but the Defense Advanced 

Research Projects Agency is sponsoring research, including the Grand Cyber 

Challenge, into cyber defenses that completely autonomously could “identify 

weaknesses instantly and counter attacks in real time.”21 Such efforts may be 

dual use: research in detecting cyber vulnerabilities of friendly IT systems and 

enhancing their defenses could contribute to the development of offensive cyber 

weapons that can discover enemy IT vulnerabilities.

Beyond mobility, numerous other countermeasures to PGMs have been em-

ployed, including air defenses, hardening, deception, interference with navigation 

19029-Perkovich_Understanding.indd   4919029-Perkovich_Understanding.indd   49 8/16/17   8:02 PM8/16/17   8:02 PM

© 2017 Georgetown University Press. All Rights Reserved. This PDF is intended for non-commercial use by individuals. 
For all other types of re-use, please contact Georgetown University Press at gupress@georgetown.edu. 



50 Acton

and command and control, and human shields. These countermeasures provide 

fertile ground for further extending the analogy between defenses to PGMs and 

defenses to cyber weapons (and take it far beyond interference with ISR capabili-

ties), as a few examples demonstrate. Air defenses, which are designed to shoot 

down incoming PGMs, are analogous to active cyber defenses in which the defender 

uses its own virus (sometimes known as a white worm) to disable an attacker’s. 

Another countermeasure in kinetic warfare is interfering with the satellite naviga-

tion signals, such as those provided by the US Global Positioning System, that 

many modern PGMs use. Spoofi ng, for example, involves transmitting fake naviga-

tion signals, which are designed to mislead a weapon about its location. Conceptu-

ally, spoofi ng is similar to sinkholing, a form of active cyber defense that involves 

redirecting data being transmitted by a virus to a computer controlled by the vic-

tim of an attack.

An entirely different approach to defending against PGMs (or, indeed, any 

other form of kinetic attack) is to raise the political costs of a strike. For example, 

both states and terrorist organizations have used civilians as human shields by 

hiding weapons in schools, hospitals, and mosques.22 More prosaically, in every 

state, many elements of war- supporting infrastructure—including power sta-

tions, electricity grids, and oil refi neries—are dual use in that they serve both 

civilian and military purposes. Even if attacking such facilities is legally permis-

sible, it can still be politically costly.

In the cyber world, civilian and military networks also are often one and the 

same. For example, an overwhelming majority of US military communications 

data is believed to pass through public networks that also handle civilian data.23 

Going further, organizations that have civilian functions can also conduct offen-

sive cyber operations. For example, China’s National Computer Network Emer-

gency Response Technical Team—a body under the Ministry of Industry and 

Information Technology that is nominally responsible for defending China’s 

civilian networks from attack—may have been involved in offensive cyber oper-

ations.24 This intermingling raises the potential political cost of cyber operations 

against military targets through the risk of simultaneously implicating civilian 

assets. The existence of such intermingling inevitably raises the question of 

whether it is part of a deliberate strategy designed to defend military assets in 

cyberspace.

The Importance of Effective Battle Damage Assessment

Battle damage assessment is a second enabling capability that is needed to 

exploit precision to its full extent. Knowledge that a kinetic strike has been 

successful can avoid wasting resources on unnecessary repeated strikes against 

the same target. Immediate feedback also enables the attacker to capitalize 

quickly on the success. For example, if timely confi rmation is available that an 

air defense battery protecting an underground bunker has been destroyed or 

disabled, mission commanders can exploit the success by authorizing aircraft to 

attack the bunker before the adversary can take countermeasures (such as 
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evacuation). Conversely, confi rmation that the strike against the air defense 

system was unsuccessful can be used to authorize another attempt to destroy it. 

The costs of ineffective (or entirely absent) BDA in this scenario could be quite 

high. If the strike against the air defense system is incorrectly believed to have 

been successful, the lives of the pilots sent to attack the bunker will be at risk. If 

the strike was successful but its outcome cannot be confi rmed, mission com-

manders may waste resources on further strikes as well as an opportunity to 

destroy the bunker.

As a general rule, the more discriminating a strike is, the more diffi cult BDA 

becomes. The particular challenges of BDA for PGMs became apparent in the 

1991 Gulf War. To give an example, overhead imagery proved relatively ineffec-

tive at assessing the effects of attacks on hardened structures. When these 

attacks were successful, they generally caused extensive internal damage but 

very little external damage; often the only visible effect of the attack was a hole 

made by the incoming bomb.25 Image analysts thus tended to seriously underes-

timate the effectiveness of strikes against such targets. Thirteen years later, a 

2004 report by the US General Accounting Offi ce on the wars in Afghanistan and 

Iraq highlighted the continued “inability of damage assessment resources to 

keep up with the pace of modern battlefi eld operations.”26 The results included 

the “ineffi cient use of forces and weapons” and ground advances that were 

slowed unnecessarily.27

In extreme cases, the lack of effective BDA can have truly major conse-

quences. In early 2011 after the US intelligence community acquired evidence 

of Osama bin Laden’s whereabouts, senior American offi cials debated whether 

and how to attempt to kill him.28 Some of President Barack Obama’s key advis-

ers reportedly recommended using an aircraft- launched standoff PGM. One of 

the main reasons—if not the main reason—why Obama rejected this course of 

action was apparently its lack of any reliable way to verify the strike’s success. 

It could, therefore, have been very diffi cult to justify the infringement of Paki-

stani sovereignty, and the United States might have wasted considerable 

resources in continuing efforts to fi nd bin Laden if he escaped. Obama’s decision 

to use special forces solved the BDA problem but created other extremely seri-

ous risks. For example, if Pakistani troops had captured the Americans, the 

consequences for relations between Washington and Islamabad (not to mention 

Obama’s presidency) would have been much more serious than if a standoff 

munition had been used.

From a tactical perspective, BDA after a cyber attack is important for many of 

the same reasons as after a kinetic attack. In fact, such assessments may be even 

more important because cyber attacks can often produce temporary or revers-

ible effects. Therefore, an attacker may need to discover not just whether the 

attack achieved the desired effect initially but also whether the target IT system 

is still compromised and its attack undetected.

The strategic importance of cyber BDA is likely to depend on the particular 

attack scenario. Because the use of cyber weapons is generally more deniable 

than the use of kinetic weapons and because cyber attacks may sometimes even 
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go undetected (especially if unsuccessful), states may be less concerned about the 

need to provide ex post facto justifi cations for a strike, rendering BDA less import-

ant for cyber operations than for kinetic ones. Had some (extremely) hypothetical 

way to kill bin Laden with a cyber weapon been available, for example, it is con-

ceivable that Obama might have opted for it even without a reliable means of 

conducting BDA. Using a cyber weapon, however, carries the risk that it might 

spread and infect third- party, or perhaps even friendly, IT systems. BDA would be 

extremely important to enable rapid action to mitigate the consequences.

Cyber BDA has been discussed very little in the open literature, so any discus-

sion is necessarily fairly speculative.29 Nonetheless, governments must have 

confronted this question. Israel, for example, is reported to have disabled Syrian 

air defenses with a cyber weapon, in combination with other tools, before its 

aircraft destroyed Damascus’s clandestine plutonium- production reactor in 

2007.30 Given that the human and diplomatic costs of having its aircraft shot 

down would have been high, Israel presumably had some means of verifying that 

it had indeed disabled Syria’s air defenses.

Network exploitations are presumably the principal tool for cyber BDA. (If a 

cyber attack has physical effects, other techniques for conducting BDA may be 

possible. Israel, for example, may have been able to monitor the electromagnetic 

emissions from Syria’s radars.) Indeed, one reason why cyber BDA may be less 

challenging than physical BDA is that a cyber weapon can potentially be pro-

grammed either to conduct an assessment of its own effects or to expropriate 

information on which such an assessment can be based. By contrast, adding 

sensors and transmitters for BDA onto a kinetic warhead is extremely diffi cult, if 

not impossible.

On balance, however, there are good reasons to expect that cyber BDA is likely 

to be more challenging than physical BDA, especially for highly precise attacks. 

(BDA for indiscriminate cyber attacks—against critical infrastructure, say—pres-

ents far fewer challenges.) For example, a cyber attack that is designed to pre-

vent an adversary from doing something, such as launching a missile, could 

present BDA challenges since the attacker might not know whether the cyber 

weapon had worked until the adversary tried to launch it. More generally, 

because the effects of many cyber attacks are temporary or reversible, effective 

BDA cannot rely on a “snapshot” of the target system at a certain moment; 

instead, continuous monitoring is required. Even if such monitoring is possible, 

cyber defenses may prevent the information from being sent to the attacker in a 

timely way. For example, if a cyber weapon is transported across an air gap in a 

physical storage device, information relevant to BDA could potentially be trans-

ported in the same way in the opposite direction; but such a process could be 

slow and perhaps too slow to be militarily useful. Finally, if using a cyber weapon 

reveals its own existence, the owner of the targeted IT system can take steps to 

secure its network and make it less visible, potentially defeating any exploitation 

being used for BDA. More ambitiously, the owner might even try to fool the 

attacker by allowing it to exfi ltrate deliberately misleading information about 

the effectiveness of the attack.31
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Overall, cyber BDA appears to be both important and diffi cult. Moreover, 

efforts to defeat BDA perhaps could become a signifi cant feature of cyber war-

fare. To this author’s knowledge, defeating BDA has not been a major focus of 

states’ attempts to undermine advances in PGMs, but efforts to defeat ISR capa-

bilities could have that effect. By contrast, it seems plausible that states could 

invest signifi cant resources in trying to defeat cyber BDA by developing rapid 

response capabilities. Indeed, the US military already has in place “Cyber Protec-

tion Forces . . . [to] defend priority [Department of Defense] networks and 

systems,” although whether these forces are tasked with attempting to foil 

adversary BDA attempts is unknown.32

Could Cyber Warfare Be Strategic?

Wars are fought for a political purpose. From almost as soon as aircraft were 

developed, proponents of airpower argued, or hoped, that it would prove to be 

strategic—that is, have the capability of effecting political objectives by itself. 

Before the advent of precision- guided weapons, decades of practical experience 

largely discredited these advocates. Large- scale conventional bombing—includ-

ing during World War II, the Korean War, and the Vietnam War—may have been 

called strategic, but this description can be applied accurately only to its scale, 

not to its effects.33 To be sure, dumb bombs have been useful military tools on 

occasion, but with the probable exception of the atomic bombs dropped on Japan 

in 1945, they never proved decisive.

The development of PGMs has revived belief in the strategic value of standoff 

attacks—at least if one goes by the actions of technologically advanced states. 

The United States and its allies have largely relied on air- delivered PGMs and 

ship-  and submarine- launched cruise missiles as their sole or primary military 

tools in multiple wars: Yugoslavia in 1999, Libya in 2011, and the confl ict against 

the so- called Islamic State that has been waged in Iraq and Syria since 2014. 

Additionally some senior US military offi cers expressed hope, both publicly and 

privately, ahead of the 1991 Gulf War, that the air campaign would force Iraq to 

withdraw from Kuwait.34 The tendency to want to count on standoff strikes is 

not exclusively an American one. Israel’s 2006 war in Lebanon and Saudi Arabia’s 

ongoing involvement in the civil war in Yemen also both started as standoff 

operations, with ground forces deployed only after PGMs proved ineffective at 

achieving political objectives.

Standoff operations may be extremely attractive to decision makers, but as 

these examples demonstrate, they have rarely been effective. The bombing of 

Yugoslavia in 1999 is the one indisputable success, although it was a close- run 

thing. Seventy- eight days of bombing were required—much more than originally 

anticipated—by which time the Coalition was close to collapse. Understanding the 

reasons why standoff strikes with PGMs have failed to achieve their goals casts 

light on the question of whether cyber weapons could prove to be strategic.35

There are two ideal- type strategies by which the employment of PGMs or 

cyber weapons could effect political change.36 A compellence strategy seeks to 
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infl ict pain and demonstrate the willingness to infl ict more with the aim of con-

vincing an adversary to concede. A denial strategy, by contrast, seeks to weaken 

the military forces that an enemy is using to prosecute a confl ict (and, perhaps, 

the enemy regime’s grip on power). In the real world, these strategies can 

become indistinct. For example, attacks against a state’s military- industrial sec-

tor can be justifi ed as denial but may also have, intentionally or otherwise, a 

punitive effect on civilians. Such attacks are exemplifi ed by both Allied and Axis 

bombing campaigns in World War II and by much more targeted strikes, such as 

those against Yugoslavia’s electricity and water system in 1999.37 Conversely, a 

denial strategy involving strikes against exclusively military targets would 

administer signifi cant punishment if the adversary’s leadership values its own 

grip on power and its military forces more than it does its citizens’ lives and 

well- being.38

Almost by defi nition, a denial strategy cannot precipitate political change if 

only standoff weapons—whether kinetic or non- kinetic—are employed. Even if 

standoff strikes succeed in degrading an adversary’s military capabilities, 

deployed forces are still required to capitalize on this weakness. In 2001, at the 

start of the Afghanistan war, for example, US airpower played a signifi cant role 

in weakening Taliban forces, but an armed opposition with broadly equivalent 

fi ghting skills to the Taliban was still needed to take and hold territory in physi-

cal battles.39 This opposition force took the form of the Northern Alliance, 

assisted by US special operations forces. Conversely, Saudi- led airstrikes against 

Yemen, which began in March 2015, failed to restore President Abdrabbuh Man-

sour Hadi to power after he had been deposed in a Houthi- led rebellion in large 

part because he lacked a ground force to take advantage of the strikes. Riyadh 

apparently hoped that the strikes would spark an anti- Houthi tribal uprising, but 

it did not occur.40 As a result, foreign- trained Yemeni fi ghters were inserted into 

Yemen in May 2015 and followed by forces from Saudi Arabia and the United 

Arab Emirates in progressively larger numbers.41

Similarly, even if cyber attacks prove highly effective at disrupting an ene-

my’s military operations, physical force will almost certainly be required to 

exploit this disruption. To be sure, the scenarios in which cyber attacks might 

prove useful could be very different from the Afghan or Yemeni scenarios since 

potential adversaries with cyber vulnerabilities range from non- state actors to 

sophisticated nation- states. But in all cases, success would surely demand a 

physical force in addition to a cyber force. In fact, against a sophisticated state, 

such as Russia or China, very considerable physical force might be needed as the 

state’s military would probably remain formidable even after its networks had 

been compromised—and not least because, in such a confl ict, US networks would 

probably be compromised too.42

A second issue is whether cyber weapons could be used to punish an adver-

sary until it submitted. Much of the existing debate on this point revolves around 

essentially technical questions.43 How plausible are cyber attacks against critical 

infrastructure? If such attacks did take place, would they cause large- scale death 

and long- lasting damage, or would their effects be less costly and more tempo-
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rary? An even more fundamental question needs to be addressed: Even if cyber 

attacks against critical infrastructure were relatively easy and even if such 

attacks caused massive and long- lasting damage, would they actually be effec-

tive at compellence?

The history of punitive kinetic attacks demonstrates that, under some cir-

cumstances, states (and non- state actors) can withstand astonishing levels of 

punishment without conceding. To be sure, whether highly damaging cyber 

attacks were effective at compellence might well depend on what was at stake 

and the commitment of society at large to the cause. As the bombing of Yugosla-

via in 1999 demonstrates, standoff operations can sometimes be effective in 

forcing one state to bend to another’s will. But as the conventional bombing of 

British, German, and Japanese cities during World War II also illustrates, much 

greater levels of death and destruction can prove insuffi cient. Given that cyber 

weapons are unlikely to infl ict costs on anything approaching that scale—even if 

the direst predictions about their destructive potential are realized—it should 

not be assumed that they would be effective tools for compellence.

Moreover, compellence may be even more diffi cult with cyber weapons than 

with kinetic weapons for at least one reason: compellence does not rely on 

infl icting pain per se but on the threat to keep doing so until an adversary con-

cedes.44 Meting out some punishment may well be necessary to make such a 

threat credible, but infl icting even high levels of pain may not establish credibil-

ity if the victim believes that the attacker is unwilling or unable to continue. This 

theoretical problem could become a real complication in a campaign of cyber 

compellence since, after the fi rst wave of attacks, the victim might be able to 

take steps that would make further attacks much more diffi cult. Most obviously, 

the victim could analyze the virus (or viruses) that perpetrated the attacks and 

the means by which its IT systems were penetrated and use this information to 

patch vulnerabilities. Next, it could implement enhanced cybersecurity mea-

sures to reduce generic vulnerabilities, and it could try to “hack back” against 

the perpetrator to disrupt further attacks. Such steps would reduce the likeli-

hood of compellence being successful. Again, however, there could be no guar-

antees. The time required to analyze the cyber weapon could be too long for the 

results to be useful in preventing further attacks.45 Even if the analysis could be 

completed quickly, its utility might be limited if the attacker had developed mul-

tiple cyber weapons that all worked in different ways. Nonetheless, the basic 

point remains: compared to kinetic compellence, cyber compellence faces addi-

tional challenges.

To be sure, steps to enhance the cybersecurity of critical infrastructure are 

highly worthwhile. Although the repeated unsuccessful attempts at compellence 

with kinetic weapons suggest that cyber compellence might also prove unsuc-

cessful, it still might be attempted. Meanwhile, some actors, including terrorists, 

may try to attack critical infrastructure for reasons other than compellence. 

Nonetheless, understanding the challenges of cyber compellence is useful in 

constructing more effective cyber defenses. Specifi cally, rapid response capabil-

ities that enable a state to analyze cyber attacks on critical infrastructure quickly 
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and use that information to prevent further attacks would be particularly useful 

in defeating attempts at compellence. Indeed, the US Department of Defense has 

recently stood up “National Mission Forces . . . [to] defend the United States and 

its interests against cyberattacks of signifi cant consequence.”46 While the exact 

task of these forces is not publicly known, simply their existence might contrib-

ute to deterring attempts at compellence.

* * *
Focusing on the analogy between cyber weapons and PGMs risks giving the 

incorrect impression that the former are simply a new kind of the latter. They 

are not; further, they have many important differences, both obvious and subtle. 

Cyber weapons can often reach their targets effectively and instantaneously, 

though they can also be designed to have a delayed effect. Kinetic weapons gen-

erally travel much more slowly than cyber weapons, but if and when the former 

reach their targets, they usually have an almost instantaneous effect. PGMs are 

also limited by range, a concept without much meaning in cyberspace. Some 

cyber weapons can create reversible effects, whereas the effects of kinetic weap-

ons are almost always irreversible.

More subtly, cyber vulnerabilities can usually be addressed relatively quickly. 

Thus, it is unlikely that a cyber weapon can be used repeatedly over the course 

of a multiday confl ict without becoming obsolete. In fact, a cyber weapon might 

be effective only once. As a result, even if a state has stockpiled many different 

cyber weapons, it likely will face strong pressures to be highly selective in their 

employment. By contrast, while using a kinetic weapon certainly can provide an 

adversary with information that is useful in developing countermeasures, 

exploiting such information generally takes much longer than in the case of 

cyber weapons (the development of a new air defense system, for example, typ-

ically takes years). Therefore, advanced states can and do stockpile PGMs of a 

given type in large quantities and are increasingly using such weapons by default 

instead of dumb bombs. Indeed, as confl icts proceed, states tend to use ostensi-

bly precise weapons in increasingly less selective ways, vitiating the putative 

special purpose of these weapons and depleting their stocks.

Another potential false impression is that based on the experience of PGMs, 

cyber weapons are unlikely to have signifi cant implications for warfare. While it 

is still far too early to assess with any confi dence exactly how military operations 

in cyberspace will change armed confl ict, that such changes will be far- reaching 

seems entirely possible. Indeed, for all the limitations associated with PGMs, 

plenty of evidence shows that their development does represent a revolution in 

military affairs. These weapons are not usually able to achieve war aims by 

themselves, but they have altered leaders’ calculations about the use of force and 

have thus altered national strategies. Moreover, because of the challenges asso-

ciated with the effective employment of PGMs, the precision revolution is still 

incomplete. As states further develop ISR and BDA capabilities (and overcome 

other barriers), PGMs can be expected to become more potent at the tactical 

level and perhaps even at the strategic level too.
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Similarly, the advent of cyber warfare will probably further lower the threshold 

for the use of force. Senior offi cials—at least in the United States—have said as 

much. In 2014, for example, Eric Rosenbach, then an assistant secretary of defense, 

stated, “The place where I think [cyber operations] will be most helpful to senior 

policymakers is what I call in ‘the space between.’ What is the space between? . . . 

You have diplomacy, economic sanctions . . . and then you have military action. In 

between there’s this space, right? In cyber, there are a lot of things that you can do 

in that space between that can help us accomplish the national interest.”47

Yet the analogy with PGMs suggests that the ability of states to employ cyber 

weapons effectively is likely to lag their desire to use them. In fact, it may take 

decades not only for states to understand the limitations of cyber weapons and 

whether and how these limitations can be overcome but also for the full implica-

tions of cyber warfare to become apparent.
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